Digital Sovereignty and Video Games

— 1 Introduction

Power grids, financial databases, and even public discourse—discus-
sions of digital sovereignty typically focus on systems considered es-
sential to societal stability. These include not only tangible infrastruc-
tures whose failure would have catastrophic consequences, but also
less visible arenas like political opinion-making, which are increasingly
shaped (and threatened) by digital control, surveillance, and manipula-
tion. At its core, debates over digital sovereignty usually revolve around
vulnerability and control—on the question of who holds power through
digital means, who can exercise it, and who is at risk of losing it.

But what happens when we shift our attention to a domain that has, so
far, played only a marginal role in these debates: video games? While
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games are no longer regarded as
»mere entertainment« and their
political dimensions are increas-
ingly recognized (Dyer-
Witheford/de Peuter 2009;
Nardone 2017; Spies et al. 2024;
Tretter 2017; Wolf/Perron 2023),
their  connection to  digital
sovereignty has, to date, re-
mained largely unexplored. Per-
haps this is because, at first
glance, the medium still appears
too trivial, too peripheral, and not
»systemically relevant« enough.
And yet, numerous reports have
already highlighted, and continue
to emphasize, how video games
function as platforms for infor-
mation exchange, arenas for the
circulation of ideology and propa-
ganda, and sites of substantial
economic power (Dyer-
Witheford/de Peuter 2009; Murray
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2021; Payne 2016). This suggests that video games may be far more
relevant to societal stability than commonly assumed, and that it may,
in fact, be both timely and necessary to explore their relationship to
digital sovereignty.

That’s why this article sets out to explore what new insights emerge
when the concept of digital sovereignty is brought into dialogue with
video games. It begins with a sociological diagnosis of the present,
drawing on Luciano Floridi’'s concept of the »Onlife«. This concept ef-
fectively captures the increasing entanglement of digital and analog
spheres, along with the novel opportunities and vulnerabilities that
emerge from this hybrid condition. Building on this foundation, the arti-
cle develops a conceptual framework for digital sovereignty—one that
accounts for the complexity of the term while foregrounding its strategic
role: addressing the vulnerabilities that arise in an Onlife world. These
theoretical reflections provide the groundwork for the subsequent anal-
ysis of how video games intersect with digital sovereignty. In a final
step, the article examines how video games intersect with digital
sovereignty—by shaping information control, enabling influence, and
reflecting structural dependencies—before concluding with a synthesis
of key insights.’

2 Onlife: The Entanglement of Analog and Digital Worlds

A defining feature of contemporary digital societies is the increasing
erosion of the boundary between what was once strictly divided into
»analog« and »digital« domains. In The Fourth Revolution, philosopher
Luciano Floridi introduces the concept of Onlife—a portmanteau of
»online« and »life«—to describe this deep integration of physical and
virtual spheres (Floridi 2014). According to Floridi, this integration has
become so pervasive that the very distinction between two separate
realms no longer holds: the digital is inseparable from its analog foun-
dations, and the analog itself is no longer functional without digital con-
nectivity. What has emerged, he argues, is a hybrid reality in which both
spheres are inextricably intertwined: the Onlife. And it is precisely this

The initial focus on the Onlife condition and its vulnerabilities may seem somewhat distant
from the article’s central topic: Video games and digital sovereignty. However, this conceptual
framing is crucial as without it, the significance of the later analysis would remain way more
difficult to grasp. This theoretical foundation is therefore not a detour but a necessary step
toward analytical clarity.
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condition that produces several new forms of vulnerability that are af-
fecting not just individuals, but society as a whole.

The impact of the Onlife world becomes tangible in countless everyday
examples. Many sectors once regarded as paradigmatically analog are
now so thoroughly digitized that the line between »offline« and »online«
can hardly be upheld. To illustrate the depth of this entanglement, | will
examine three domains: energy, finance, and public discourse.?

Take the energy sector: Power plants, electricity grids, gas pipelines,
and fuel depots have long been regarded as fundamentally analog, an-
chored in physical infrastructures, raw materials, and mechanical pro-
cesses. Yet a closer look at today’s energy systems reveals that what
once appeared to be a purely analog sector has become a digitally en-
tangled ecosystem. Modern energy systems depend on a complex, dig-
itally coordinated interaction between real-time data, predictive model-
ing, and automated control mechanisms (Vijayalakshmi et al. 2025).

Smart meters track consumption; solar panels return electricity to the
grid via networked interfaces; households adjust their usage through
app-based systems and data-driven incentives. Even basic energy
usage is now digitally mediated and algorithmically optimized. More-
over, this transformation extends far beyond user behavior. Providers
rely on continuous feedback on consumption patterns, production lev-
els, and grid stability to make flexible, real-time adjustments. Only when
these digital feedback loops operate reliably can systems respond
swiftly to spikes in demand—whether triggered by weather fluctuations,
major events, or infrastructure strain—or redirect surplus energy into
storage during off-peak periods. The term »smart grid« refers precisely
to this digitally networked infrastructure that dynamically balances sup-
ply and demand across decentralized systems. Renewable energy
sources like solar and wind are monitored, evaluated, and integrated
into grid operations in real time. Electricity no longer flows unidirection-
ally from power plants to consumers but is embedded in a bidirectional
system that fundamentally depends on digital communication
(Buchholz/Styczynski 2020).3

These examples have been chosen deliberately, as each is grounded in a different kind of
foundation: The energy sector appears more »material«, rooted strongly in physical resources
and infrastructures; the public sphere more »symbolic«, relying on flows of information and
trust; and the financial sector occupies a hybrid position between the two. Taken together,
these three domains capture the full spectrum of contemporary digital entwinement in society.

With the continued expansion of electric mobility—through electric vehicles, charging infra-
structure, and home battery systems—the interplay between fluctuating energy supply and
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The second example, the financial and banking sector, differs from the
energy sector in its functional logic. While the energy sector is inher-
ently tied to the maintenance of tangible hardware like power grids and
cables, the financial sector has undergone a process of dematerializa-
tion regarding its core object: value. Since currency was decoupled
from material standards like gold, finance operates primarily through
informational flows and institutional credibility (Turcke 2015). Although
it still relies on a physical technological substrate, e.g., servers, fiber-
optic cables, its product is no longer a material commodity but an infor-
mational construct. This more symbolic reliance on information and
trust has made the financial system especially susceptible to digital
transformation (Wewege/Thomsett 2020). Over the past few decades,
new technologies have reconfigured how money circulates, how value
is stored, and how the flows of financial information, that are necessary
for the system to work, are managed. The widespread adoption of debit
and credit cards in the late 20th century marked a pivotal shift: Trans-
actions that previously required physical presence and the exchange of
money could now take place digitally—quickly, conveniently, and
independent of location. Since then, payment behaviors have under-
gone a fundamental transformation. In many countries, digital pay-
ments now outpace cash transactions, while in others, cashless meth-
ods—whether by card, smartphone, or platforms such as Apple Pay,
Google Pay, PayPal, WeChat, or Alipay—have long been the norm
(Statista 2024). Even where cash is still used by some individuals, their
banking records are stored almost exclusively in digital form.

All of this underscores a crucial point: the informational architecture on
which the financial and banking system depends now operates pre-
dominantly through digital infrastructures. In this context, it is hardly
surprising that purely digital currencies like Bitcoin, Ethereum, and
other blockchain-based cryptocurrencies have gained significant trac-
tion. Promising faster transactions, greater trust through claims of rad-
ical informational transparency (Tapscott/Tapscott 2016; Werbach
2018)—claims that remain the subject of ongoing debate—, and a de-
gree of resilience to manipulation or volatility tied to national

increasingly dynamic demand is growing more complex. The smart grids of the future must be
able to handle pronounced load peaks—for instance, when large numbers of vehicles connect
to the grid simultaneously after work—as well as highly variable feed-ins from renewable
sources. This becomes even more critical if electric vehicles are not only consumers of elec-
tricity but also function as mobile storage units integrated into the grid. Without digital control,
precise data collection, and automated feedback systems, this form of energy management is
simply no longer feasible. See: inci et al. (2024).
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economies, they exemplify the ongoing transformation of financial sys-
tems (Lee Kuo Chuen 2024). Current debates surrounding central bank
digital currencies and the future of cash further underscore just how
profound this digital shift has become (Bilotta/Botti 2021).4

The third example, public discourse, is grounded almost entirely in sym-
bolic structures like shared meanings and communicative trust.® It is
through public discourse that societies interpret events, formulate
ideas, and shape political opinion. Journalism, critical media commen-
tary, and everyday communication are central to this process, and their
role has long been regarded as vital to democratic life (Habermas
2011). With the rise of digital media, however, this sphere has under-
gone a profound transformation (Seeliger/Sevignani 2021). Traditional
gatekeepers such as newspapers, broadcast networks, and editorial
boards have lost their monopoly on agenda-setting and credibility. In-
stead, online platforms, especially social media, now serve as primary
arenas for political meaning-making, public deliberation, and infor-
mation dissemination for many users.

This shift has fundamentally altered the dynamics of visibility, attention,
and trust. Information no longer spreads through editorial hierarchies
but through algorithmic amplification, network effects, and virality—with
both positive and negative consequences (Habermas 2023). On the
one hand, digital platforms have enabled more participatory and decen-
tralized forms of communication: More voices can be heard, barriers to
expression are lowered, and movements like the Arab Spring have
demonstrated how social media can empower democratic uprisings.
On the other hand, the fragmentation of the information space,

Debates over the phasing out of cash have been ongoing for years across Europe and
beyond. Proponents such as Kenneth Rogoff (2016) view the shift as a step toward more effi-
cient and transparent payment systems—particularly in combating money laundering and tax
evasion. However, critics like, for instance, Brett Scott (2022) warn of the potential loss of
financial anonymity, the expansion of surveillance infrastructures, and growing dependence on
digital platforms. While the European Central Bank has emphasized that the proposed »digital
euro« is intended to complement, not replace, cash, many observers interpret its introduction
as a possible steppingstone toward a gradual elimination of physical currency. See:
Passacantando (2021).

Of course, public discourse has historically relied on physical media—newspaper print, ink,
and printing presses among them. Yet these material conditions were far less central than in
the energy or financial sectors. The core elements of public discourse—information, narrative,
and exchange—could, as research on orality has shown, also unfold without physical infra-
structures, relying instead on verbal communication and collective memory. See: Ong/Hartley
(2012).
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combined with the influence of algorithmic filtering, has led to phenom-
ena commonly called »filter bubbles« and »echo chambers« (Pariser
2011), as well as the growing prevalence of so-called »alternative
facts« and what has been described as a broader »post-truth« condi-
tion (Mcintyre 2018). In this environment, emotional resonance, share-
ability, and platform logic often take precedence over factual accuracy
and journalistic standards (Seeliger/Sevignani 2021). These dynamics
in public discourse pose a serious challenge to social trust and demo-
cratic cohesion (Habermas 2023)—a development that was particularly
evident during the COVID-19 pandemic.

The three examples discussed—energy, finance, and public dis-
course—could easily be expanded. Public administration, while still
grappling with challenges around digitization, increasingly relies on dig-
ital systems (Tretter 2025). In education, digital platforms and Al-based
applications shape teaching and learning processes (Shchokin et al.
2024); in the economy, global logistics, production, and transportation
would grind to a halt without seamless digital connectivity (Karakitsiou
et al. 2024). Infrastructure and mobility, too, have become digitally me-
diated and dependent on networked control systems, from traffic man-
agement (Fligge 2017) to smart city planning (McQueen et al. 2024).
And in the realm of defense, cybersecurity, drone operations, and Al-
driven situational analysis have long become routine (Kunkel 2024;
Scharre 2020)—regularly evidenced in reports from »conflicts« in
Ukraine and the Middle East. Across these domains, one insight stands
out: contemporary society is deeply embedded in digital infrastructures.
From individuals who feel »naked« without their smartphones to corpo-
rations, regional systems, and national services—society has, in every
respect, become thoroughly Onlife.

3 The Vulnerabilities of an Onlife Society

The emergence of an Onlife society has brought about significant
gains. It has enabled major increases in efficiency—just consider how
few aspects of daily life still operate without digital tools. It has intro-
duced greater flexibility and helped bridge investment gaps, especially
where digital services can temporarily compensate for shortages of, for
instance, teachers or skilled professionals—though this kind of substi-
tution should certainly not be mistaken for a »cheap« or » technosolu-
tionist« quick fix (Morozov 2013).

At the same time, the growing digitization of everyday systems intro-
duces new and often unprecedented societal vulnerabilities. This is
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especially apparent in critical infrastructures such as the energy sector.
As power grids increasingly rely on digital control systems, they present
a larger and more accessible attack surface for malicious actors. Phys-
ical sabotage is no longer required—accessing a control center re-
motely may be all it takes to cause real-world damage. Hackers can
overload systems, triggering breakdowns that are costly and time-con-
suming to fix, or disable key infrastructure by corrupting control mech-
anisms (Devi et al. 2022). Numerous examples illustrate this vulnera-
bility: the 2015 and 2016 attacks on Ukraine’s power grid, in which
hackers deliberately took substations offline and disconnected tens of
thousands of households from the grid (Zetter 2016a); the 2020 black-
out in Mumbai, which was long suspected to have been caused by a
cyberattack, potentially even involving foreign state actors (Naik 2021);
or the 2021 ransomware attack on the Colonial Pipeline, one of the
main fuel supply lines for the US East Coast, which led to shortages
and sparked panic buying (Easterly 2023). These cases underscore
just how directly digital attacks can now impact physical infrastructure,
and how real the associated risks have become.

Given its profound dependence on digital transactions, the financial
sector is no less vulnerable than the energy sector. As money is in-
creasingly managed through online bank accounts and mobile wallets
rather than physical exchange, new attack surfaces emerge. Hackers
can exploit these systems at multiple levels. A high-profile case oc-
curred in 2023, when the cryptocurrency exchange Bybit suffered a ma-
jor breach: allegedly carried out by the North Korean Lazarus Group,
Ethereum coins worth around $1.5 billion were stolen (Tidy 2025). The
attack exploited a vulnerability in the platform’s wallet management and
is considered »the largest crypto hack of all time« (UNFASSBAR 2025),
and sent shockwaves through global markets. Other notable incidents
include the $600 million hack of the Ronin Network in 2022 (Tidy 2022)
and the infamous collapse of Mt. Gox in 2014, when up to 950,000
Bitcoins »vanished« (Browne & Sigalos 2024). Even government insti-
tutions have been affected. In 2016, hackers attempted to divert nearly
$1 billion from the Central Bank of Bangladesh via the SWIFT network,
successfully absconding with $81 million (Zetter 2016b). The European
Central Bank, too, was targeted in 2019, when malware was placed on
one of its websites (Khandelwal 2019). Such cases highlight just how
precarious the digital foundations of global finance can be. The idea
that critical clearinghouses or national monetary authorities could be
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disabled or manipulated is no longer a speculative scenario, it is a tan-
gible risk in the age of the Onlife.®

And in the realm of public opinion, too, the vulnerabilities of the Onlife
world become patrticularly evident—especially when it comes to politi-
cal opinion formation in the context of democratic processes. A well-
documented case is the 2016 US presidential election, during which
Russian operatives sought to sway public opinion and exacerbate so-
cial divisions (Lockhart 2018). Through thousands of fake social media
accounts—some run by troll farms, others by bot networks—along with
targeted ads and manipulative content, voters were »bombarded«
(Rainie/Anderson 2017) with conspiracy theories, racist narratives, and
misleading information about voting procedures (Hall Jamieson 2020).
While the precise impact on the outcome remains contested, the elec-
tion is seen by many as a watershed moment in understanding how
deeply digital platforms and algorithms can penetrate political pro-
cesses (Singer/Brooking 2018; Moore 2020). Since then, similar tactics
have surfaced globally: in the Brexit referendum, microtargeted cam-
paigns fueled emotional polarization; and in Brazil, India, and the
Philippines, disinformation has been weaponized to influence election
outcomes and undermine democratic institutions (Prajapati et al. 2024).
The Russian invasion of Ukraine followed a comparable playbook as
part of their hybrid warfare, launching a parallel information war aimed
at discrediting Western narratives and promoting state-sponsored dis-
information—such as the false claims that Ukraine was run by Nazis or
that Russia was merely conducting a peacekeeping operation (Dov
Bachmann et al. 2023). Together, these cases underscore a sobering
truth: in a society shaped by Onlife interdependencies, public dis-
course, political opinion, and democratic decision-making are increas-
ingly exposed to systematic digital manipulation—a structural fragility
that challenges the integrity of democratic self-determination.

In short, the Onlife world, where the digital and analog are inseparably
entangled, offers significant benefits: increased efficiency across virtu-
ally all sectors, greater flexibility, and enhanced dynamism. Yet these

For a vivid illustration of how such a global financial crisis could unfold, the TV series Mr.
Robot (USA Network, 2015-2019) is well worth watching. Though fictional, it portrays a dis-
turbingly plausible scenario: a hacker collective deletes the databases of a global financial
conglomerate in an effort to erase all debt and upend the global economy. With its technical
accuracy and nuanced depiction of society’s reliance on digital infrastructures, the series offers
a powerful portrayal of how quickly the current financial system could collapse when trust and
data vanish at the same time. See: Agulian (2018).
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gains come with new vulnerabilities. What is digitally connected can
also be digitally manipulated: sensitive data can be extracted, critical
systems disrupted, and even physical infrastructure remotely attacked.
The promises of the Onlife era are immense—but so are its societal
risks.

4 Digital Sovereignty: A Concept for Protecting Digital Vulnerabili-
ties

The growing prevalence of digital vulnerabilities has prompted an ur-
gent question: how can societies defend themselves against digital
threats? One concept that has gained increasing traction in this context
is digital sovereignty. At its core, digital sovereignty is framed as a stra-
tegic response to digital insecurity, aiming to shield societies from
emerging threats and preserve their long-term stability. No longer con-
fined to academic debates in digital ethics or democratic theory, it has
become a strategic point of reference in legislative initiatives and na-
tional as well as European digital policy agendas.”

At first glance, digital sovereignty may appear to be a clearly defined
concept. Upon closer inspection, however, it proves far more complex
(Couture/Toupin 2019). While many agree that it serves as a response
to digital vulnerabilities, there is little consensus on what forms this re-
sponse should take, which actors should assume responsibility, or what
instruments and strategies are best suited to achieve it. This diversity
becomes particularly evident in a literature review by Patrik Hummel
and colleagues, published in Big Data & Society (2021). Their study
maps the discourse on digital sovereignty and distinguishes the con-
cept from adjacent terms like »data sovereignty«, »cybersovereignty«,
and »internet sovereignty«. Their findings highlight that digital
sovereignty is attributed to a wide range of actors, is rooted in different
contexts, and is linked to diverse goals and values.®

In addition, digital sovereignty has increasingly been framed as an educational goal. Here,
it denotes the individual ability to navigate digital environments autonomously and to identify
and respond to digital threats. As a result, the concept takes on a more personalized interpre-
tation in educational contexts, one that lies outside the primary scope of this article. For further
discussion of digital sovereignty in educational settings, see Miiller et al. (2020). For initial
approaches to fostering digital sovereignty through games, see Kriger et al. (2024).

The study is based on a systematic analysis of 175 instances of the term »digital sover-
eignty«. The findings point to a clear trend: nations are named as key actors in 61.7% of all
cases (108 mentions), followed by governmental organizations (23 mentions, 13.1%) and non-
governmental organizations (17 mentions, 9.7%). The discourse is most frequently anchored
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While Hummel et al. (2021) emphasize the complexity of digital
sovereignty by identifying a broad range of actors, contexts, and nor-
mative objectives, Julia Pohle pushes this complexity even further. As
one of the most influential voices in the German discourse on digital
sovereignty, she identifies three key »dimensions« of the concept: the
state, the economic, and the individual dimension (Pohle 2020). A key
insight of Pohle's framework is that although each dimension has a
dominant actor—such as the state, with its legislative power, in the
state dimension, or economic enterprises, with their market power, in
the economic dimension—there is always the potential for mutual influ-
ence between them (Pohle/Thiel 2020). Corporations, for instance, may
exert influence in the state dimension through lobbying and shaping
legislation, while the state, in turn, can impact the economic dimension
through regulation and policy intervention (Pohle/Thiel 2021). The re-
sult is a complex, multidimensional network of actors who operate in
different dimensions and contexts with different strategies, and whose
actions may support or obstruct one another (Floridi 2020).°

Amid the conceptual complexity of digital sovereignty, as already indi-
cated in the review by Hummel et al. (2021), one element consistently
takes center stage: control (Tretter 2022a). Control functions as the pri-
mary instrument by which actors seek to assert digital sovereignty: by
establishing control, they aim to preempt external encroachment, miti-
gate emerging vulnerabilities, and avoid being subjected to unwanted
influence. This control can manifest in various forms: Both material and
immaterial (Moerel/Timmers 2021). That’s why, in a 2021 acatech po-
sition paper, Kagermann et al. (2021) argue that maintaining digital sov-
ereignty and protecting against digital threats requires control over
hardware and software infrastructures, as well as the establishment of
an autonomous digital ecosystem. This includes not only the technical
foundations but also a shared legal and normative framework—one that

in the contexts of IT-infrastructure (61 mentions, 34.9%), defense (42 mentions, 24%), legisla-
tion (38 mentions, 21.7%), and the economy (15 mentions, 8.6%). As for the aims and values
associated with digital sovereignty, the most prevalent are control and power (85 mentions,
48.6%) as well as security (32 mentions, 18.3%). See: Hummel et al. (2021).

The complexity of these interdependencies is explored in greater detail in another article,
where | analyze the development of contact-tracing apps during the COVID-19 pandemic. |
reconstruct how, in that context, competing visions emerged regarding the design and deploy-
ment of such tools: Nation-states, Big Tech companies like Apple and Google, and civil society
organizations each drew on their respective sources of power to influence one another—some-
times in opposition, sometimes in alignment—in an effort to realize their divergent interests.
See: Tretter (2022b).
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enables both regulatory oversight and infrastructural independence.
Loss of control over hardware, for instance, creates vulnerabilities to
espionage or can allow foreign actors to use backdoors or shutdown
mechanisms as leverage. Similar risks arise on the software level,
where support withdrawal or data exfiltration can be strategically de-
ployed. To counter such threats, Kagermann et al. (2021) outline a
seven-stage model of digital sovereignty: Beginning with secure access
to critical raw materials such as silicon and rare earth elements, and
extending through the expansion of domestic production capacities for
crucial components, the establishment of an independent communica-
tions infrastructure, the development of software technologies and
shared European data spaces, and culminating in a unified »European
system of laws and values«.

While the previous examples focused on safeguarding digital
sovereignty through control of software, infrastructure, and data eco-
systems, in many contexts, digital sovereignty is also pursued through
control over information flows (Tretter 2022a). This is particularly evi-
dent in authoritarian regimes, where such efforts take the form of sys-
tematic information control and censorship (Thumfart 2024). In these
cases, digital sovereignty is operationalized through—and becomes in-
separable from—the regulation (and often suppression) of public dis-
course. In China, for instance, digital technologies are increasingly de-
ployed for mass-scale data collection and population surveillance
(Kokas 2024)."° Algorithms filter and analyze content, blocking dissent-
ing or undesired material before it can circulate. The goal is clear: To
preempt any erosion or contestation of state authority and thereby con-
solidate governmental power. Within the internal logic of such systems,
information control is framed as a safeguard for societal stability and
national security. This domestically oriented strategy is bolstered by a
strategy focusing on external isolation. The systematic expansion of the
»Great Firewall of China« (Griffiths 2021) for example, aims to block
Western platforms, services, and content from entering China, as well
as to restrict the ability of foreign companies to operate within the coun-
try—particularly those seen as promoting regime-critical or destabiliz-
ing narratives (Lams 2018). Ultimately, such measures are designed to
consolidate state power by controlling what information flows into and

Critically, large-scale digital surveillance is not limited to authoritarian regimes like China.
As the Snowden revelations as well as Shoshana Zuboff's analyses of surveillance capitalism
have shown, extensive forms of data-driven surveillance and control also occur, albeit under

different legal and ideological frameworks, in liberal democracies (including »our own«) as

well. See: Zuboff (2019).
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out of the national digital sphere, effectively shaping the very contours
of sovereignty."

As these discussions demonstrate, digital sovereignty is a multifaceted
concept characterized by considerable analytical complexity. It involves
a broad spectrum of actors with divergent interests, each employing
distinct strategies to assert control across different domains and for
varied purposes. Yet despite this diversity, one common denominator
stands out: nearly all sovereignty strategies aim to respond to digi-
tal vulnerabilities—whether infrastructural, informational, or regula-
tory—through mechanisms of control. The ultimate goal is to safeguard
security and maintain societal stability. '

5 Video Games and Digital Sovereignty

Against the backdrop of the preceding discussion—spanning Onlife
entanglements, digital vulnerabilities, and the strategic logic of
sovereignty claims—this section turns to the core of this article: The
question of where video games fit into this picture. What types of vul-
nerabilities emerge in or through games? And how are games impli-
cated in broader struggles over digital control, discursive and narrative
power, and political influence? As this section demonstrates, digital
games are no longer mere entertainment—if they ever were—but have
emerged as significant domains of digital sovereignty.

Building on the previous analysis, we can derive the follow-
ing hypothesis: Video games intersect with certain societal vulnerabili-
ties—while remaining largely irrelevant to others. When it comes to

A comparable strategy of digital isolation is being pursued in Russia through the develop-
ment of the so-called »RuNet«: A state-controlled internet infrastructure designed to function
independently from the global internet. In times of political tension or perceived threat, the
RuNet is designed to be decoupled from the broader internet, allowing the state to block ex-
ternal content, insulate its information space, and assert near-total control over digital commu-
nications within its borders. The underlying goal is to minimize foreign influence and consoli-
date national sovereignty in the digital realm through infrastructural autonomy. For detailed
analysis of RuNet architecture and policy, see Davydov (2020).

Not every form of digital sovereignty can (or should) be regarded as normatively desirable.
The case of China illustrates this clearly: As Thorsten Jelinek points out, many digital
sovereignty efforts also carry isolationist tendencies, raising concerns about siloed infrastruc-
tures and a potential return to a divided world. For this reason, as Matthias Braun and Patrik
Hummel emphasize, the political and ethical value of digital sovereignty depends on how sov-
ereignty is conceptualized, whose interests it serves and what concrete consequences it en-
tails See: Braun/Hummel (2024); Jelinek (2023).
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core infrastructures like energy or finance, video games pose no imme-
diate threat. They are neither designed to control these systems nor
well-suited as points of access for targeted attacks. But the picture
changes when we shift focus to questions of information control. Here,
video games can play a far more consequential role: as tools for by-
passing censorship, as vehicles of propaganda, or as channels for dis-
information. It is in this contested terrain that their relevance to digital
sovereignty becomes most apparent. Added to this is their economic
weight: As a global multi-billion-dollar industry, video games are also
significant players in the platform economy with implications for digital
dependence, autonomy, and power.

5.1 Video Games as Instruments for Circumventing Censorship
and Information Control

As the cases of Russia and China illustrate, digital sovereignty often
involves a strong informational component: Centered on the circulation,
restriction, and control of information (Tretter 2022a). The shape this
takes can vary significantly depending on the political context. In au-
thoritarian regimes, the goal is typically to suppress dissenting content
and amplify system-loyal narratives, thereby shielding the population
from critical perspectives and preempting any form of political re-
sistance. In more liberal settings, by contrast, the objective is to foster
a free, pluralistic, and high-quality information landscape—enabling cit-
izens to form their own opinions based on a wide range of perspectives.

In countries with heavy content censorship, digital gaming environ-
ments have, virtually since the emergence of online multiplayer games,
offered spaces of relative opacity where players could communicate
and exchange information under significantly lower levels of real-time
surveillance than in more conventional digital public spheres (Svelch
2023). Historically, video games—unlike social media or news plat-
forms—were not subject to the same degree of monitoring, largely be-
cause their architecture made systematic surveillance more difficult
(Hahn et al. 2016). Even as regulatory mechanisms—such as licensing
agencies in China that review games for compliance with state stand-
ards prior to release (McConnell 2024)—have intensified oversight
across various gaming contexts, multiplayer games continue to provide
spaces in which players can exchange perspectives, discuss sensitive
topics, and circulate information that would otherwise remain inacces-
sible—even if this sometimes requires some technical tweaks or work-
arounds (Sun/Shmatikov 2023; Wajid et al. 2021). In this way, multi-
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player games have functioned—and in part still function—as alternative
»public spheres« that can subvert state censorship and open up possi-
bilities for freer discourse.

Offline games, too, can serve as tools for bypassing censorship—es-
pecially through user-generated content. A powerful example of this is
the Uncensored Library in Minecraft, a project initiated by Reporters
Without Borders (2025a). It consists of a custom-designed map that
players can either access in multiplayer mode or download to explore
offline. The map recreates a neoclassical library structure in Minecraft’'s
signature blocky style. Inside, players can access and read virtual
books containing journalistic texts and regime-critical content—materi-
als officially censored in several authoritarian countries. Because these
texts are embedded directly into the game map, rather than stored in
conventional file formats, they evade standard filtering mechanisms
(Wheatland-Clinch 2021). The only effective method of censorship
would be to block access to the server and to prevent downloads of the
map. This obstacle is easily circumvented by hosting the library on mul-
tiple servers worldwide.

Initiatives like these,™ along with the relatively unregulated communi-
cation that takes place in multiplayer lobbies, demonstrate that video
games are far more than mere entertainment. In authoritarian regimes,
they create alternative spaces in which access to information can be
maintained, circumventing digital surveillance and content filtering.
From a liberal-democratic perspective, they constitute active exercises
of the right to seek, receive, and impart information even under condi-
tions of systemic restriction.™

While The Uncensored Library remains one of the most prominent examples of using
video games to circumvent censorship, other initiatives have similarly harnessed the medium
to assert political expression and challenge information control. Video game players in main-
land China, for instance, used the game Animal Crossing: New Horizons to criticize govern-
ment censorship and support protest movements, which prompted Chinese authorities to re-
move the game from major online marketplaces. While this case, as well as similar examples
of »videogame activism«, does not offer direct access to banned journalistic content, it illus-
trates how games can become vehicles for political speech when other channels are restricted.
A notable sibling project to The Uncensored Library outside the gaming context is The Uncen-
sored Playlist, also initiated by Reporters Without Borders, which publishes banned articles
disguised as song lyrics on music streaming platforms—demonstrating a similarly creative ap-
proach to resisting state censorship. See: BBC (2020); Davies (2020; 2023); Reporters without
Borders (2025b).

It is important to acknowledge that the capacity of video games to bypass information
controls is not unambiguously positive, not even in liberal democracies. There have been

undgesellschaft 7/2026

ethi



5.2 Video Games as a Tool for the Dissemination of Propaganda
and Fake News

While video games can serve as platforms for circumventing censor-
ship and promoting free information exchange, they can also play an
intrinsically ambivalent role in information politics. On the one hand,
games may carry ideological narratives embedded directly into their
design; on the other, they can function as platforms for user-generated
propaganda and politically motivated messaging.'® Broadly speaking,
two distinct forms of propagandistic influence emerge: one coded into
the game itself, and one arising through user activity within online gam-
ing environments.

The integration of propaganda into video game design has been widely
discussed in scholarly literature (Hammond & Poétzsch 2020). It is par-
ticularly apparent in AAA-shooters and military simulations, including
franchises like Call of Duty, Battlefield, and Medal of Honor. These
games frequently frame the United States as the heroic defender of
freedom and democracy, while their adversaries are often cast in ste-
reotypical roles, reflecting and reinforcing post-Cold War and post-9/11
threat narratives prevalent in US security discourse: Russian sepa-
ratists (Call of Duty: Modern Warfare, Battlefield 3), Chinese elite forces
(Call of Duty: Black Ops Il, Command & Conquer: Generals), or Islamist
terrorists (Medal of Honor, Call of Duty: Modern Warfare 2). Such nar-
rative framing relies on geopolitical clichés and has drawn significant
criticism. One notable example that has drawn significant criticism is
Call of Duty: Modern Warfare (2019), which faced international back-
lash for its »Highway of Death« mission, widely seen as a distorted and
propagandistic depiction of Russian war crimes in a fictional Middle
Eastern setting (Batchelor 2019). Propaganda, however, is not exclu-
sive to US titles: in the Chinese first-person shooter Glorious Mission,
developed by Giant Interactive Group, players take on the role of

documented cases in which terrorists have used gaming environments to communicate cov-
ertly and coordinate plans in ways that evade surveillance. See: Safran (2022).

The distinction between propaganda and politically motivated messaging is sometimes
subtle, and in practice the two can overlap. The key difference, in the context of this article,
lies in the degree of manipulative intent and transparency: Propaganda is understood as a
systematic, often institutionalized effort to distort perceptions and to undermine the informa-
tional sovereignty of its audience. Politically motivated messaging, by contrast, refers to the
more explicit articulation of political positions or objectives. While it may be persuasive in na-
ture, it typically remains more transparent with regard to its authorship and intent.
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People’s Liberation Army soldiers tasked with defeating »American in-
vaders« (Custer 2012).%6

Beyond narratives embedded in game design, a second form of digital
propaganda emerges from user activity, often described as »participa-
tory« or »user-generated propaganda« (Asmolov 2019). On platforms
like Minecraft or Roblox, politically charged environments are intention-
ally created and shared by players themselves. Steven Lee Myers and
Kellen Browning (2023) highlight several such cases in a New York
Times report. One Minecraft server, for example, staged a reenactment
of the battle for Soledar from the Russian invasion of Ukraine, which
was recorded and later disseminated via social media. In World of
Tanks, users recreated the Soviet Union’s 1945 military parade in Mos-
cow, while the letter »Z«—widely recognized since 2022 as a symbol
of the Russian military has—been prominently displayed or constructed
by players across various games, including Minecraft and Roblox.

Even more unsettling is the presence of Minecraft servers like »Nazi-
craft«, which explicitly promote Nazi ideology. According to listings on
public Minecraft server directories, players are actively encouraged to
perform Nazi salutes and construct swastikas, transforming the game
space into a site of extremist affirmation. In such digital environments,
extremist ideologies are not only expressed but ritualized and rein-
forced through collective play. As Hannah Getahun (2023) notes in her
Business Insider report, this is precisely how »propaganda is seeping
into popular children’s games«—often subtly and often hiding in plain
sight."”

The propagandistic agenda of Glorious Mission is further underscored by the fact that a
non-public, military version of the game was also developed specifically for use by China’s
People’s Liberation Army. This internal edition was designed not merely for entertainment, but
as a training and morale-boosting tool for active soldiers—blurring the lines between game-
based simulation, ideological reinforcement, and soft military propaganda. See: Custer (2012).
More broadly, the use of video games for military training, simulation, or recruitment is not
limited to authoritarian regimes. In the United States, for example, the military has increasingly
turned to video games and online platforms to engage with younger audiences and bolster
recruitment efforts. A notable example is the America’s Army video game series, launched in
2002, which was designed to provide players with a virtual soldiering experience and has been
used as a recruitment tool. Additionally, the US Army established its own esports team in 2018,
participating in popular multiplayer games like Call of Duty and Fortnite to connect with poten-
tial recruits. These initiatives aim to present military service in a relatable and appealing man-
ner to tech-savvy youth. See: Schwartzburg (2024).

In addition to propaganda disseminated within games themselves, there is also targeted
propaganda aimed at gamers outside of gameplay contexts such as on gaming forums or voice
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Beyond the deliberate and »weaponized« (Minzenberg 1972) de-
ployment of propaganda, the strategic dissemination of false infor-
mation—commonly referred to as »fake news«—has become a core
tactic of authoritarian regimes and governments with authoritarian
tendencies. These efforts aim to sow confusion, erode public trust in
democratic institutions, and deepen social polarization (Andrejevic
2020). While social media platforms like Facebook, X (formerly Twitter),
Telegram, and TikTok have served as the predominant channels for
such campaigns—often overwhelmed with shitposts, »Al slop«
(Mahdawi 2025; Malik 2025), and manipulative content produced
by troll farms, bot networks, or Al-generated accounts (Shu et al.
2020)—video games are now becoming part of this »disinformation in-
frastructure« (Panditharatne/Hasan 2024).

A striking example is the military simulation game Arma 3, whose
high-fidelity graphics and extensive modding capabilities—i.e., the abil-
ity to add custom-generated content or tailor the game in specific
ways—have made it a recurring tool for disinformation. During the early
months of Russia’s invasion of Ukraine, clips created in Arma 3 were
widely circulated online—especially on TikTok—and falsely presented
as real battlefield footage. In an attempt to create the illusion of authen-
ticity, banners such as »LIVE« or »BREAKING NEWS« were often su-
perimposed onto the gameplay footage (Euronews/AFP 2023). The
same game has also been used to fabricate footage purportedly show-
ing scenes from conflicts in Syria, Afghanistan, and Palestine (McCann
Ramirez/Rawnsley 2023). These examples highlight how video games
are increasingly exploited to create disinformational content, opening
new frontiers in the evolving fake news ecosystem (Dang/Culliford
2022).'

chat platforms. A striking example is the so-called Good Old USA Project, a Russian influence
operation exposed by the US Department of Justice. Orchestrated by various Russian institu-
tions reportedly acting under the direction and control of the Russian Presidential Administra-
tion, the campaign sought to influence the 2024 US presidential election in favor of Donald
Trump. It aimed to exploit societal divisions and promote pro-Russian narratives by specifically
targeting online gaming communities—leveraging the trust and cohesion within these spaces
to enhance the reach and credibility of its messaging. The operation was further amplified
through Al-generated content and fake news websites designed to resemble legitimate media
outlets. See: Department of Justice (2025); Gilbert (2024).

Despite their misuse in the dissemination of disinformation, several initiatives aim to de-
liberately use video games as educational tools. By engaging players with common manipula-
tion techniques in a playful way, these games seek to strengthen users’ cognitive defenses
and enhance their media literacy in dealing with fake news. The goal is to raise awareness of
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As we’ve seen, video games can shape information dynamics in strik-
ingly diverse ways: They can provide access to censored material, act
as vessels for ideological propaganda, or serve as tools for spreading
disinformation. In doing so, they challenge existing regimes of informa-
tional authority—at times in the name of freedom of information, at
other times in the service of influence and control. When viewed
through the lens of the Onlife condition and digital sovereignty, these
dynamics highlight the growing complexity of video games’ place within
the digital landscape. In a world where digital and analog spheres are
inseparably fused, games are no longer confined to a separate »vir-
tual« sphere but constitute what Floridi terms Onlife spaces: They have
become embedded in real-world contests over autonomy, rights, and
power (Asher-Schapiro 2020). Precisely because of this, they are in-
creasingly drawn into strategies of sovereignty—sometimes as a threat,
sometimes as a tool, and often occupying contested middle grounds
where resistance and control intersect.

5.3 Video Games as an Economic Market Force

In addition to their informational dimensions, video games can also be
analyzed in terms of their economic implications for digital sovereignty.
With a projected global annual revenue of over 522 billion USD by 2025
(Statista 2025), the video game industry has evolved into an economic
»giant« (Arora 2023). This market dominance is no longer limited to
entertainment; it increasingly shapes economic policy and geopolitical
dynamics alike.

In an increasingly digitalized world, where economic performance and
technological dependencies define the boundaries of political agency,
control over markets, platforms, and user flows has itself become a
sovereignty issue (Kagermann et al. 2021)—a dynamic captured by
Pohle (2020) and Pohle and Thiel (2020; 2021) in their account of the
economic dimension of digital sovereignty. Those who dominate game
engines, cloud infrastructure, distribution networks, or mobile payment
systems effectively govern the frameworks for cultural production—in-
cluding all associated channels of information control—digital identity,
and economic value creation (Chris et al. 2024). Platforms like Steam,
the Epic Games Store, or mobile marketplaces operated by Apple and
Google are not merely distributors; They function as powerful

disinformation strategies and sharpen players’ ability to critically evaluate digital content. See:
Roozenbeek/van der Linden (2019).
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gatekeepers, with the authority to prioritize, suppress, or entirely block
specific content (Kelton et al. 2022)."°

For many countries—particularly in Europe—this situation presents a
strategic dilemma: They face structural dependence on non-European
market actors, especially from the US, while much of the value gener-
ated by the video game industry flows out of the region (Lyonnet/
Rabineau 2023). This makes the question of how to reclaim market
share—and with it, a degree of strategic control and sovereignty—all
the more urgent (Chris et al. 2024). Possible responses include tar-
geted investments in homegrown game engines, the promotion of Eu-
ropean publishers, and the development of alternative digital infrastruc-
tures (European Parliament 2023).

6 Conclusion

This article set out to explore which insights can be gained by bringing
the concept of digital sovereignty into dialogue with video games. It be-
gan by examining our current Onlife world, in which the once-separate
realms of the »digital« and the »analog« have become irreversibly en-
tangled. As argued, this hybrid reality generates not only new poten-
tials, but also systemic risks: Wherever social domains are increasingly
governed by digital infrastructures, new forms of vulnerability arise,
threatening the stability and safety of societies. In response, digital sov-
ereignty has emerged as a strategic framework designed to counter
digital vulnerabilities by exercising control in various forms.

This analysis reveals that control is a key link between digital sover-
eignty and video games. Understanding how the two relate requires
close attention to the ways in which control is enacted through video
games—or deliberately challenged by them. This article has focused
on two core dimensions where these dynamics unfold. First, on the
level of information politics: Video games are increasingly entangled in

At the same time, corporations themselves have become active participants in a market-
place shaped by growing geopolitical tensions. A prominent example is the 2019 case of Bliz-
zard Entertainment, a US-based gaming company, which faced international backlash after
suspending a professional eSports player who had publicly expressed support for the pro-
democracy protests in Hong Kong. The decision was widely interpreted as a concession to
pressure from Chinese business partners and regulatory threats. This incident reveals how
corporate economic interests, state influence, and platform governance increasingly inter-
sect—and how questions of economic power are now inseparable from debates about digital
sovereignty. See: Beauchamp (2019).
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struggles over the control of information flows. They can be used to
bypass state censorship and foster access to restricted knowledge, but
also to manipulate public discourse through propaganda and disinfor-
mation. In both cases, video games function as arenas in which com-
peting actors seek to assert control over what information circulates
and how it is framed, making them deeply relevant to debates about
digital sovereignty. Second, on the level of economic power: The global
video game industry generates enormous revenues, surpassing most
other entertainment sectors by far. However, the underlying eco-
nomic infrastructure—game engines, distribution platforms, cloud ser-
vices—is largely controlled by a small group of powerful, primarily US-
based corporations. This concentration of control significantly shapes
the conditions under which cultural production and economic value cre-
ation take place. That's why video games can be considered vehicles
of infrastructural control, raising urgent questions about digital sover-
eignty in an increasingly digital economy and Onlife world. All of
this suggests that video games are not peripheral to digital sover-
eignty—on the contrary, it is time to recognize them as integral to how
digital sovereignty is shaped and contested.

With these reflections and insights, the article makes a twofold contri-
bution. First, it introduces the concept of digital sovereignty as a novel
analytical lens for video game studies: One that enables a deeper en-
gagement with the political dimensions of games and advances ongo-
ing debates about how they function as sites of power, control, and
contestation. Second, it broadens the concept of digital sovereignty it-
self by turning to a field largely absent from its existing discourse. It
demonstrates that digital sovereignty is not confined to »high-stakes
confrontations« between states and tech giants; it often begins in
seemingly mundane spaces like video games, where political orders
are stabilized, contested, or subtly subverted. This article situates its
contribution precisely in these spaces: It is the first step towards a sys-
tematic examination of the complex entanglements between gaming
and digital sovereignty.
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